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Abstract— Today there is a trend to deploy both commercial 

and social applications and services on decentralized platforms. 

This corresponds to the demands of modern society for openness 

and transparency of information, freedom of access, and equal 

rights of participants. However, the more sophisticated 

architecture of decentralized platforms poses new challenges to 

the developers of such systems. This paper discusses the goals, 

tasks, and problems that arise during the transition from 

traditional (centralized) technologies to decentralized ones, and 

some potential ways to solve them. 
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I. HISTORICAL INTRODUCTION 

Peer-to-peer networks (p2p) are characterized by a 
distributed architecture in which there is no single 
administrative server to manage the entire system [1]. In such 
networks, all participants have the same capabilities, 
combining both client and server functionality. The main 
advantage of p2p networks is that even a very large number of 
faulty nodes will not shut down the system. It can be said that 
a user community itself controls and are responsible for 
network performance (in terms of average throughput, 
latency, resource consumption, transaction size and cost, 
fault-tolerance, etc), working together toward a common goal. 
However, the need to negotiate between multiple peers makes 
decentralized solutions more complex and sophisticated than 
centralized ones. 

The term "peer-to-peer" was first used in the design of the 
advanced networking architecture by IBM [2], although ideas 
of this kind had been discussed long before that (e.g. [3]). Its 
implementation was based on a number of technologies 
developed earlier, such as Merkle trees [4] and Vault systems 
[5]. In the 1990s, p2p networks became widespread due to file 
sharing and illegal file sharing [6]. Now they are also used in 
diverse financial services including payment systems [7, 8], 
medical [9] and real estate [10] sectors, support for the Internet 

of Things (IoT) [11, 12], logistics management [13], energy 
industry [14, 15], identity document (ID) services [16], e-
voting [17], etc. Also, mechanisms ensuring the functioning 
of p2p networks, such as distributed hash table [18] and 
BitTorrent [19] technologies, are being improved. 

Currently, the concepts of decentralization and blockchain 
are often used together. Blockchain technology is a database 
that operates in a decentralized manner and stores chains of 
blocks of information about users and transactions. The blocks 
are cryptographically interlinked and stored on the devices of 
each participant in the network. Blockchain was made 
possible by the further development of p2p solutions, such as 
timestamping digital documents [20], decentralized digital 
currency [21], and cryptographic security of chains [22]. In 
addition, new economic approaches were needed to 
incentivize developers, investors, maintainers, and other 
network participants [23]. A detailed overview of the origins 
of blockchain technologies can be found, e.g., in [24], [25]. 

The first implemented blockchain p2p system is the well-
known Bitcoin [26], based on Proof-of-Work (PoW) 
consensus, where network nodes, aka miners, must solve 
complex cryptographic problems to produce blocks. 
However, Bitcoin's functionality does not fully meet all of 
today's requirements. Ethereum is an example of a platform 
that gives users more capabilities [27]. Its key feature is 
support for smart contracts, which allows the platform to be 
considered an Ethereum Virtual Machine (EVM). This has 
given a new direction to many online industries, from gaming 
to the financial industry. At the same time, this was not 
sufficient for many enterprise-class applications that also 
demand high performance and scalability. Subsequently, 
alternative platforms appeared, aimed at fixing these 
limitations. At this point, we cannot say that these issues have 
acceptable solutions; their active discussion and development 
of new approaches continues. 

Experience in use has shown that PoW-based systems 
eventually reach a significant level of power consumption, as 
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the total computing power of network security equipment 
increases [28]. High power consumption does not meet the 
demands of modern society for environmentally friendly 
solutions that conserve energy. Moreover, as hired workers, 
participants of the PoW protocol have little interest in the 
further development of the network. Both of these drawbacks 
have been eliminated by the concept of Proof-of-Stake (PoS), 
in which participants are essentially shareholders and the 
probability to produce a block depends on their stake in a 
deterministic (pseudo-random) way [29]. Today, this 
approach to the development of decentralized systems is the 
most developed. To increase the level of participants’ 
involvement and interest, in addition to personal funds, their 
activity and reputation rates are also used as incentives [30]. 

The development of Distributed Ledger Technology 
(DLT) is not limited to blockchain. Recently, a new 
architecture paradigm – Directed Acyclic Graph (DAG) – has 
become increasingly popular. Systems based on this approach 
may lend themselves to the evolution of next-generation 
blockchain technology due to their high scalability [31, 32]. 
However, the representation of DLT structure as a DAG poses 
new challenges, which leading decentralized systems solve in 
different ways, modifying existing protocols and creating new 
ones [33]. 

II. DEFINITIONS AND REQUIREMENTS 

Decentralization in modern computing systems is 
generally understood to be the independent execution of all 
system functions by a significant number of independent 
servers (nodes), usually with the prior coordination of input 
data and with the subsequent coordination of the results of 
work [34]. Thus, there is a responsible execution of all 
functions under conditions of complete distrust. The presence 
of hacked, corrupted, or malicious nodes is not merely 
considered a possibility, but is assumed to be a reliable fact. 

It is generally accepted that computer programs and 
applications run within a platform that provides the necessary 
computing power, resources and infrastructure. Technically, 
applications can run either on a single computer or in a 
distributed manner on several interacting computing systems. 
Decentralized applications (dapps) are characterized by 
running and executing on multiple nodes [35-37]. In effect, it 
means that a program is executed by several computers that 
independently come up with results, which are then 
reconciled. The term is also used in a weaker sense for 
traditional applications that use data and/or store their results 
in decentralized information stores like blockchain. 

Decentralized data repositories have much in common 
with those of distributed databases, where a large information 
redundancy factor is maintained, allowing data integrity to be 
restored when data is lost or distorted on a large portion of the 
servers. Potentially, the concept of decentralized repositories 
allows the joint work of nodes to isolate and restore the 
preserved correct chain of data from any number of corrupted 
ones. Typically, decentralized storage does not support – and 
explicitly prohibits – data correction or deletion [38, 39]. 

We understand a decentralized platform to be a distributed 
computer system that provides a complete infrastructure to 

support the functioning of decentralized applications and 
services. As a rule, such a platform provides the means for: 

• decentralized information storage and query 
processing; 

• decentralized execution of program code; 

• communication between users and applications in any 
combination; 

• decentralized economic support for commercial and 
financial interactions. 

The technical basis of a decentralized platform is a set of 
nodes interacting on certain protocols [1, 40, 41]. Nodes can 
be functionally divided into several groups, but within the 
current time of functioning of the network, the nodes of the 
group are fully equal and the number of nodes in the groups is 
significant. At certain tacts of protocol execution, a node can 
play a special or even a crucial role. However, at different tacts 
such a node changes so that, in general over a long period of 
time, all nodes in the group have the opportunity to make a 
relatively equal impact on the functioning of the system. This 
requirement means that at any given time, a certain node can 
be a decision point (e.g., to create information blocks for 
recording in a shared repository – a distributed ledger [42-
45]). Thus, nodes are functionally equivalent within the role 
group of the protocol. 

III. CREATION GOALS 

Typically, decentralized solutions are inferior to 
centralized ones in terms of labor intensity and efficiency. 
However, there are several important reasons for using 
decentralized technologies. First of all, building global 
decentralized computer systems is underscored by the desire 
to avoid outside influence on the functioning of the system: 

• political and governmental mechanisms; 

• economic factors of regional nature (increased cost of 
electricity, communications, qualified service 
personnel, etc.); 

• damage to equipment or communication channels due 
to natural causes, or as a result of an attack; 

• malicious attacks to gain control of the system or to 
tamper with data. 

Decentralized systems support the functioning of the 
interaction system in the absence of mutual trust between all 
participants. The technology itself implies openness 
(transparency) and verifiability of data and executable code in 
real time. In addition, decentralized solutions, as well as edge 
computing technologies, can improve the delivery of content 
and services by placing access points "closer" to users or 
globally distributed resources. 

IV. CHALLENGES 

To achieve each of the above goals, a different set of tasks 
must be accomplished. The common set necessarily includes 
the following issues. 

Decentralization. There are no nodes or groups with 
special powers that cannot be accessed by a normal user. 

Augmented Data. There is a constant challenge of adding 
new data to a shared distributed ledger. A decentralized 



 

 

platform within the protocol determines who, when, and what 
data can be written [46]. 

Ordering. For stored data in many real-world applications 
(especially financial applications), the order in which data are 
added to the shared ledger is important, because without it, the 
business logic of most applications does not work [8]. 

Data Synchronization. All honest (properly operating and 
following the network protocol) nodes should have the same 
state of the ledger. Given that information on the network 
cannot propagate instantaneously, this requirement is 
formulated as consistency. In other words, for two honest 
nodes, the ledger of one is always the prefix of the ledger of 
the other [47]. 

Finalization. In most systems, a situation arises where 
different nodes assume different versions of adding data to the 
ledger. The problem of finalization in weak form consists in 
the probabilistic or deterministic definition of a common 
prefix expanding with time of all versions of the ledger in 
honest nodes [48]. In the strong form (fast finalization), the 
problem is to create a protocol with an unambiguous and 
indisputable fixation of the order and content of new data 
before it is fully distributed over the network [49]. 

Forgery. As a result of malicious intent or operational 
errors, the data in the ledger may become corrupted on parts 
of the nodes. Thus, it is necessary to have a procedure for 
determining the correct version of the data, even if the data 
has survived on just one node [50]. 

Availability. Any query to a distributed system culminates 
with a correct response, but there is no guarantee that the 
responses of all nodes in the system will be the same [51]. 
Even honest nodes are often in different states, primarily 
because of the different state of the yet-unfinalized tail of the 
ledger. However, there are systems, such as those based on 
independent shards [52], in which the decentralized system 
operates in a state of permanent network separation at the level 
of the ledger. 

Scalability. The system must have mechanisms for 
adapting to changes in the flow of transactions within very 
wide limits [53-56]. Scalability is sometimes understood as a 
response to an increase in the number of network nodes. 
However, this number is usually automatically adjusted in an 
economic way, so that there are enough nodes to safely 
perform the necessary functions [57]. Thus, an increase in the 
number of nodes as opposed to an increase in transaction flow 
is not unconditionally positive for system development. 

Security. The system as a whole must be resilient to 
failures and attacks, being able to recover from all honest 
nodes [58-61]. 

Entrance. To enter a decentralized system, a new node or 
user needs to establish a connection to some nodes in the 
network using a certain protocol. This usually requires 
knowing their ip-address and port. Obtaining this information 
takes place outside the network – fixed addresses of several 
bootstrap nodes built into the node code, publishing addresses 
on websites, transmitting via e-mail or messengers – which are 
usually described in the technical documentation. 

V. SOLUTIONS AND TECHNOLOGIES 

Blockchain in the narrow sense is a sequence of 
transaction blocks in which each successive block contains the 
hash code of the previous block [24, 25]. Such a structure 
makes it difficult to forge the past – if changes are made to any 
block, changes must be made to all subsequent blocks. Some 
consensus protocols (e.g., PoW) further complicate such 
tampering by requiring that the value of some irreversible 
function from its content be picked up and included in the 
block. The creation of blocks is done by nodes that constantly 
monitor the emergence of new blocks. This allows for the 
introduction of requirements of reference to the last (newest) 
known block. In the finalization process, side chains are 
discarded and all blocks are lined up in one strict sequence. 

Directed Acyclic Graph (DAG). Unlike blockchain 
technology with linear sequenced blocks, in such systems, 
blocks/transactions form referential structures known in graph 
theory as DAG since they can (and sometimes must) reference 
several previous blocks/transactions [31-33]. In case of 
blockless systems, transactions are created directly by 
network participants rather than by special nodes (miners, 
blocksigners, etc.). Some systems impose an additional 
restriction on references, allowing, as in blockchain, only the 
last known blocks/transactions to be referenced. 

In all DAG-based systems there is a problem of 
linearization (ordering), because the referential structure of 
DAG in the general case defines a partially ordered set. In such 
cases, it is necessary to achieve a resolution of block order 
uncertainty by some additional actions. In addition, DAG 
block systems are characterized by the problem of repeated 
inclusion of the same transaction in blocks. 

Conflict-free replicated data type (CRDT) is an 
alternative to consensus-based technologies and leader 
opinion replication [62]. CRDT is a data type with a conflict 
resolution algorithm that allows each of the network nodes to 
update the ledger independently, without consulting with 
other nodes. It is assumed that information about the changes 
made will be distributed over the network (e.g. via the Gossip 
protocol) and cause a wave of updates. In the process of 
change propagation, the state of the ledger gradually stabilizes 
relative to each particular transaction. CRDT-based 
decentralized systems can propagate either transactions 
(CmRDT) or the ledger state (CvRDT) across the network. 
For the system to be practically implemented by CRDT, 
operations for ledger modification or state merge should have 
a certain set of properties (e.g. commutativity, associativity, or 
idempotency). 

Content-addressable storage (CAS). To access data in 
conventional storage, as a rule, index tables are used, which 
link the value of a primary key that uniquely identifies a data 
block with its physical storage location. CAS systems specify 
the means of key construction (as a hash block) and how to 
determine its physical storage location [63]. 

Distributed Hash Table (DHT) is an extension of the CAS 
approach to the case of a peer-to-peer decentralized system 
with support for p2p connections [18, 64, 65]. Many 
interesting solutions in this area have been made during the 



 

 

development of the InterPlanetary File System (IPFS) [66, 
67]. We should also pay attention to the implementation of 
DHT in the Kademlia project [68]. 

Digital Signature. Asymmetric encryption algorithms, 
often based on elliptic cryptography, such as signature 
aggregation based on the Boneh-Lynn-Shacham (BLS) 
method, are used to identify and authenticate nodes and users 
[69, 70]. Quantum-safe algorithms based on non-interactive 
proofs with zero-disclosure, such as [71, 72], are currently 
being developed. 

Consensus protocols. Consensus decisions in some cases 
require that all honest participants arrive at the same decision. 
Consensus protocols solve this problem [30, 48, 73-75]. Such 
protocols can be deterministic (guaranteed to lead to success) 
and probabilistic. According to the conditions of applicability, 
it is customary to distinguish consensuses for private and 
public networks. Consensus for private networks operates 
under additional constraints – the protocol participants have a 
complete list (or at least know the number) of nodes, and the 
number of foul nodes is limited to some number or a certain 
fraction of their total number. 

For private systems, there are a sufficient number of robust 
consensus protocols, such as Raft [76] or various 
modifications of Byzantine Fault Tolerance (BFT) [77, 78]. 
There are a significant number of other consensus protocols 
and their modifications with their strengths and weaknesses 
[30, 75]. The notion of using the PoS approach to store useful 
information and PoW to perform some socially useful 
computation looks promising. 

Gossip protocols. The Gossip family of protocols solves 
the problem of distributing information over p2p connections 
when a complete list of network node addresses is not 
available [79], which is typical for public networks. For 
information dissemination, each node, having received a 
message, transmits it to those nodes whose addresses it knows. 
At the stage of establishing communication, steps are taken to 
limit the re-acquisition of data. For the reliability and speed of 
the protocol, the connectivity of the link graph of the nodes 
and its diameter is important. However, since the link graph is 
dynamically changing and completely unknown to any of the 
participants, guaranteed delivery is generally not possible. In 
turn, solving the connectivity problem by allocating a certain 
number of well-known bootstrap nodes leads to some 
centralization. The acceleration of the work is done by path 
reduction. To do this, the transferred data are supplemented 
with the addresses of the transmitting nodes, but this does not 
contribute to overall safety. 

Sharding is a well-established technique in database 
management systems of splitting (vertical and horizontal 
sharding) a ledger to solve the problem of scaling. In 
decentralized systems, sharding involves partitioning a set of 
nodes into groups with or without appropriate ledger sharding 
[80, 81]. If only one set of nodes is partitioned, this is done to 
speed up consensus and reduce the amount of associated 
communication. If sharding of nodes is performed 
simultaneously with sharding of the ledger (each shard leads 
its own ledger), then with significant reduction of network 

load we get the problem of shard coordinating [82], which can 
be solved in a synchronous or asynchronous way. 

For developing various dapps, from our perspective, the 
optimal solution is a scalable EVM-based smart contract 
platform with reasonably fast finality PoS consensus and the 
programming language Solidity [83]. To facilitate scalability, 
which is one of the main challenges of decentralized 
technologies, DAG-based ledger structure and sharding 
technologies could be applied for achieving high transaction 
throughput via parallelized block production. In addition, the 
embedded token approach facilitates dapp developers in 
producing new applications, as well as effortlessly 
transferring those already created onto the low-cost 
maintenance platform. The implemented multiple-tier node 
system enables the joining of diverse devices into the network, 
making it widely accessible, and positively influencing the 
system’s decentralization characteristics. Based on this, the 
Waterfall platform [84] is designed to provide a favorable 
environment for the provision and consumption of a wide 
spectrum of enterprise-class services, for conducting business 
and social activities in a convenient format, within the 
framework of a public p2p network. 

VI. CONCLUSIONS 

Decentralized platforms allow for flexible and scalable 
systems that are resistant to technical failures. Eliminating 
intermediaries reduces additional costs and eliminates 
bureaucracy in user interaction. The use of shared resources 
becomes transparent and secure, even in systems lacking 
mutual trust. Small and medium-sized businesses are given an 
easy entry threshold into markets and a level playing field for 
competition. 

On the other hand, the development and deployment of 
such systems is more complex, and their operation may be 
accompanied by higher maintenance costs and unstable 
performance, especially in cases of improper optimization. 
Regulatory and legal risks may arise, as existing legislation 
focuses on traditional solutions in which there is a single 
responsible entity. 

The distribution and implementation of decentralized 
systems has no alternative because centralized solutions do 
not allow any of the above objectives to be fully realized. If 
there is a requirement in the task definition to significantly 
reduce the external influence on the business logic of the 
system and/or the system's functioning in the absence of 
mutual trust, decentralization is a reasonable and meaningful 
approach. There is growing demand for such an approach in a 
computerized society where information is one of its basic 
resources. 
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